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Executive Summary: Insid&sk Security Softwareas-a-Service through Anomaly
Detection and Intelligent Authentication

Nowell Shalom Securilatform is a cloud based information security software service that defeats
Insider Threats fronfraudulentinsiders and impostors stealing information and committing fraud inside
the corporate network. In summary it prevents:

1 Insider Threats
1 Identity Theft and Identity Phishing
1 Internal Fraud

Shalom Security Platform looks out for suspicious activity by computer users, which is always a key
indicator of a possible insider security breach [Anomaly Detection]. If a user exhibits suspicious behavior,
they are reported and quémned for identity verification [Authentication].

Users who authenticate successfully, by providing correct answers are granted access, however those
who fail to do so are immediately denied access across the network. Shalom can be configured to only
monitor for suspicious insider activity providing reports to serve as an effective starting point for internal
audit.

With Shalom, fraudulent internals are detected and ID Theft intruders prevented. Shalom also helps meet
regulations outlined by FFIECdBEc, Sarbanegdxley, Gramm Leach Bliley, VHSISP, FISMA, NIST -800
53, BASEL II, HIPAA and others. Shalom helps to strictly enforce existing information security policies.
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The Problem: What Is the Insider Threat? What Is Corepldentity Theft?

Thelnsider Threatefers to when internal associates of an organization use their access to

information for the wrong reasons. Insider threats are very damaging because the internal employee
has detailed insider knowledge about theiganization, and they are many times trusted by their
employers. Since the internal employee is granted such liberty to carry out their jobs, financial theft
by fraudulent internals often results in financial losses that are very great.

For example, ifinancial sectors, bad internals often try to steal money or transfer funds from finance
accounts using methods specific to their organization. Other times, internals steal sensitive customer
information and later use it for fraudulent purposes like IdgnTheft. Internals may also choose to

steal and divulge sensitive intellectual property, classified information or trade secrets to
unauthorized &' parties for profit.

Security industry statistics state that financial loss from insider threats isagret8.5% of financial
losses from major business organizations are caused by theft from fraudulent insiders or employees
External theft by outsiders results in 31.7%. This shows that losses from insider threats in many
organizations are very signific&nt

Malicious internals often use the computer system to execute fraudulent activity. Shalom detects and
helps prevent frivolous internals from stealing or misusing computer systems or corporate sensitive
information. Nowell Shalom effectively contains timsider Threat.

Identity Theftor Identity Phishings another big security problem facing organizations. Often thieves

or computer hackers steal user logon information in order to gain access to computer systems.

Hacker thieves steadlentities user names, smart®&R t Lb 1 Q{ X |y R 02 Y LJzi SNJ LI &4 6
log into computer systems using stolen computer identities. Once logged in, the thief is under

disguise, impersonating a legitimate user. Shalom has the ability to detect and prevent hackers who

are logged irusing stolen identities.

Shalom helps to enhance the internal security posture of organizations. It helps to detect fraudulent
insiders and intruders using stolen identities. Shalom detects suspicious or fraudulent user behavior
inside computer system&ecurity tools like Shalom help organizations reduce theft, fraud, and
misuse of information systems by internals.
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insider threat protection quivér
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it aids in complying with security regulations"

Source: National Retail Security Survey, November 2002 (based on 2001 retail sales and inventory shrinkage)

CSI/FBI security survey revealed that over 70% of network abuse is caused by insiders
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Reduce Risks of Insider Threats aimdernal Fraud

In executing plan, she accesses the database from
O2tt S 3dz2SQa g2NJ adGl GAzy
suspicious time 2 AM, on a Saturday.
She uses an unfamiliar client application to query th
database.
Shalom detcts this event because Jean is behaving
very suspiciously in a highly anomalous manner.
Shalom will report the suspicious occurrence,
application and network access in real time.
Optionally, Shalom maguthenticate.

Jean, Merchandise Logistics Analyst, plans tg
access customer bank account data from the
database without proper authorization.
Normally she does not need to access this da
it is beyond her job responsibility.

1 Security Administrator receives an ident

an unusual workstation.
1 Administrator begins investigation into
suspicious incident.

was detected by Shalom.

report, via the Security Console Manager statil
that a user named Jean is behaving suspiciout
accessing a database, at an odd time and fron

1 Potential Insider Thaat by authorized user Jear
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Identity Theft and Phishing Prevention

1 Shalom inteviews Bill
through dialogue.

1 Shalom also masters
behavioral patterns
specific to Bill.

Shdom Learns About Bill

L'y Ay G NHzRSNJI
password and logs in.

Shalom detects suspicious
behavior, very much
unlike Bill.

Shalom authenticates
intruder by questioning.

The intruckr fails, so
Shalom ejects the intruder
and keeps him locked out
site-wide.

{ KI ¢

2Y { SNBAOS tNB@gSyita 'y L

Threats addressed:

1. Compromised accounts via stolen passwords and smart cards.
2. Intrusions by hackers impersonating legitimate insiders.
3. Anomalous user behavior is detected and reported.
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Reduce Insider Security Risk Profile

John Smith. 1 Tampers with customer 1
records at the start of each
Comptroller, CPA quarter.
accountant.
1 Abuses access rights to i
Top tier financial firm. customer data.
1

John bgs in at 2 a.m., on a Sunday,
erratically looking up archived
customer data.

Odd day, odd time, odd activity.
Shalom detects this suspicious
behavior, quickly reports then

guestions for identity verification.

Pass or fall, incident is reported.

Administrator further investigates for
unauthorized insider activity.

Insider threat contained.

Threats Addressed:

1. Malicious insider activity and identity theft.

2. Enterprise is in compliance with security regulations:
VISACISP and GLB that call for security meastar@sotect
customer financial data.
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Hnancial Fraud Detection

1 Mr. Julian is a retail bank teller 1 Friday, 8:21 p.m., Julian executes plaf
f Plans to commit wire fraud by f 2AGK I aid2tSy oly
transferring cash from bank he accesses the records and executes
systems ¢ his personal bank the electronic cash transfer.
account. 1 Shalom detects suspicious behavior
and silently reports him without any

guestiming or lock out.

1 8.22 p.m., Arthur the security analyst
receives a report from Shalom about
the anomalous activity.

1 Alead is generated for Arthur to
investigate further.

 Audit team closes out the internal wire
fraud investgation

Threats addressed:

=

Insider fraud and accounting misconduct.

lllegally accessed computer accounts are found and reported.

3. Enterprise is SOX compliant with respect to internal controls to curb
insider fraud and ensure data integrity.

N
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Insider Risk SaaS Security Rtaim

Suspicious behavior by authorized users is an indicator of internal security breaches. Malicious internals
within an organization tend to exhibit very suspicious, unusual behavior on computer systems that raises
red flags Also, idenity thieves also tend to behave in a manner that differs very much from the real,
authentic user. For example, if a user is accessing information that he does not need to know about, that
is an example of suspicious or anomalous behavior. Shalom habitityeta detect such unusual

anomalies in user and host behavior and sees such deviatiosspiiousShalom employs artificial
intelligence to track suspicious behavior.

Shalom client software is installed on each host on the network, with a hosteérsthat resides in the
cloud® that helps manage the client softwar€he security platform is offered as a secure service over the
internet for ease of deployment, reduced costs, less complexity, security, and in support of globally
interconnected and itributed information systems.
In securing each computer, Shalom briefly interviews each user once, collecting personal information for
later authentication. Next, it continuously learns computer behavior patterns for each user in the
network. After a tme periocf, each time a user logs on, Shalom looks out for suspicious behavior
behavior that is very different from how the user normally behaves.
If Shalom detects very suspicious behavior by a user:

1 It first reports their suspicious activity.

1 Shabm will ask the user few questions for authentication.

1 If the user answers correctly, they are granted access to the system, but they are still reported.

1 If the user fails, this indicates a potential security breach, so Shalom denies access to the user
and reports to administrators immediately.

I The Shalom hosted server logs all security incidents accessible using the Shalom Security
Management Interface for further investigations.

1 Optionally, Shalom can be configured to only report suspicious insadiertg without any
authentication or lock out.

3 Cloud here refers tthe general network. Nowell offers a comprehensive service in which Nowell

can host the server and server software at a secure collocated hosting environment. Other customers may
choose to host the server component within their own infrastructure.
4 Initial profiling lasts for about a week (40 hrs), but never stops.






First Shalom Interviews Each UseAuthentication Enroliment
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information is later used to authenticate users by questioning for identity verification if they
behave suspiciously. Information collected varies from user to user, strengthening the security
authentication.

1 When Shalom encounters each user, it prompts them tmglete this one time interview.

1 Over a few minutes, users freely interact using their keyboard in an intelligent conversational
style manner. Shalom learns various things specific to that user.

Shalom Looks Out For Highly Suspicious and Anomalous Aldevity (Anomaly
Detection)

Shalom profiles how users behave and constantly looks out for suspicious user activity. Shalom can detect
KSY | dzaSNJ Aa O0SKI@GAy3d adzalLlAOA2dzate 2N Aa f233SR AY
in their betavior.

Shalom detects user anomalies with respect to what they do (applications launched, commands executed,
user network activity, etc), where they do it from (host, geoation), and when (datype, time) they do
it.

For example, consider Mark, arfio€ assistant. Between 9 a.m. and 5.p.m., as part of his daily routine, he

typically uses PowerPoint and Word to proof read financial reports for his boss. Now, if all of a sudden,
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activity will be seen as suspicious and would trigger Shalom.
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excluding weekends. If all of a sudden, Pete appearstobelgrd 2y | Y& Qa RSalid2LlE 2y |
at 3 a.m., such a drastic change in behavior would also trigger Shalom.
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prints documents using his local office nefikked printer on a regular basis. If Jason is found to be

printing documents using a printer located in another part of the office network, Shalom will be able to

track that suspicious anomaly because he is sending data to a part of the network thaidelyygoes

not access on a regular basis. Finally, Shalom profiles the remote network behavior of each user and looks

out for highly suspicious remote netwésrkctivity. For example, consider John, who typically accesses

remote network shares A, B, anda® his data entry work during normal business hours. If all of a

sudden, John now accesses remote network share Z, which holds credit card numbers, such an activity

would trigger a Shalom investigation.

> SHALOM also detects user anomalies with respect to hardware specific variables such as processor

architecture, processor level, processor mask, OEM 1.D., minimum/maximum application address, and memory page
size. Hardware specific profile bits are switched off by defauls.
6 Detects suspicious user network behavior by monitoring their accessed remote hosts and ports using protocols

such as HTTP, HTTPS, FTP, SSH, POP/ISMTP for e-mail, KERBEROS, SNMP, AppleTalk, TELNET, and
others. Supported in Windows systems.



Regardless of who logs into any Shalom securefpeimt, whether an impostor, an intruder, or an insider
with malicious intent, Shalom is constantly on the look out for very suspicious user activity, taking into

I 002dzy i I tf LI2aaAotS 0SKFGA2NI O NAI| of Sriththeh TG SN { KI £ 2)

begins to look out for unusual behavior anomalies and it authenticates suspicious persons by questioning.

Optionally, Shalom can be configured to silently report suspicious insider activity without any questioning

or lock out. When Shalom¥oLJt S Sa YIFadGSNAYy3I | dzASNR& 0SKFGA2NE Al

behavior, behavior that is highly deviant from how the user is known to normally behave, similar to our
previous examples. If Shalom detects very suspicious behavior, it fimtsdpen interrogates the user

for identity verification. The diagram below illustrates how Shalom identifies suspicious behavior by
Anomaly Detection
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. Legend
\L /. .. . Yellow:Activity Not used at all, behavior
lf / eventually is dropped from the circle
®_‘a

% / Red: Moderate behavior, remains constant
2] 1/—'\-. .. 1 or gradually leaves the circle
CIRCLE OF NORMALITY &— .
. ' Blue: “Used quite frequently but not all
@ - the time”
; ;\ . ‘ % Anomaly Detection Definition: Everything inside
Circle is normal. Everything Outside is abnormal

’ Z: As time moves forward events are dynamically
>S converging to the center of the circle or

diverging outside as user behaves.

Green:”Used almost every time. As normal
as possible. Converges to infinite center
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Shalom emulates this Anomaly Detection method for each user and each host in reghtiyneehavior
0KIGQa 2dziaiR&E dEK D IGxdaadexa i Bighly anustaf andnyight indicate a potential
internal security breach

AuthenticatesUsers for Identity Verification If They Behave Suspiciously (Megictor
Authentication)

If Shalom observes a user behaving suspiciougtya highy unusual mannar it authenticates the user
to verify their identity. In the authentication, random quésts are asked based on what was learned
earlier in the initial interview. The questions asked are few, specific and therefore require specific
answers. These questions are structured in such a way that only the real, actual account owner can give
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correctanswers since only they know what was said in the interview. For the person to be granted
continued access to the system, they must supply correct answers to the questions asked by Shalom. The
interrogated suspect has a time period to answer each questio

Identifies Suspicious Insiders and Reports In Real Time

If the user passes, by answering the authentication questions correctly, Shalom grants access to the user,

but still reports their suspicious behavior to administrators immediately. ShalomN@pa ( KS dzaSNBEQ SEI
anomaly, including their suspicious activity (triggered application, command, or script), date and time of

breach, location of the attack, and suspiciously accessed network shares, databases, and ports. These

reports can then be reviegd to investigate for unauthorized insider activity. Questioning and reporting

suspicious users at the very moment they behave suspiciglisiypts, deters, and discouragemlicious
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Shalom ado adapts using a moving window method. Over time, this continuous, adaptive profiling
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authentication by not being able to supply correct answers to thestjons, this indicates an impostor, so
Shalom denies them access and immediately locks them out.

Shalom Denies Acce&NLMYf the User Fails the Authentication
After a failed test, which possibly confirms an impostor, Shalom rapidly performs the fojl@eiions:

{dza LISy Ra (KS Anyedidel, $nés irther@dcdsta thedsdspect user.

]

1 All Shalom agents across the network keep the compromised account locked out.
1 Notifies administrators after a failed test confirming the attemptedt{ bantained attack.
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and who did it.

I Theflaggedaccount is now under investigation and viié closely monitored. The next time a
person logs into that accounthey will be required to repeat the authentication by providing
correct answers, or they will be denied further access to the network.

After authentication, a detailed security report is sent to information security administrators notifying
them about theincident. Administrators are able to further investigate passed interrogations for possible
unauthorized actions by insiders. If a user fails the authentication, they will be denied access to the
computer network until cleared by administratdrsr until the legitimate user selfeleases the account

by authenticating successfully. Recommended actions an administrator may take include:

1 Investigate passeduthenticationfor possible unauthorized actions by insiders.

1 Reset or renew compromised passwordsast cards for users who failed the interrogation since
such accounts are considered compromised, cracked or impersonated.

1 Review audit log files and surveillance tapes to spot the person who staged the attack.

1t is possible to only detect anomalies—unusual behavior— without authenticating users. We recommend however, that secure

computing environments should authenticate suspicious users to prevent security breaches.






