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 Executive Summary: Insider Risk Security Software-as-a-Service through Anomaly 

Detection and Intelligent Authentication 
 
Nowell Shalom Security Platform is a cloud based information security software service that defeats 
Insider Threats from fraudulent insiders and impostors stealing information and committing fraud inside 
the corporate network. In summary it prevents: 
 

¶ Insider Threats 

¶ Identity Theft and Identity Phishing 

¶ Internal Fraud 
 

Shalom Security Platform looks out for suspicious activity by computer users, which is always a key 
indicator of a possible insider security breach [Anomaly Detection].  If a user exhibits suspicious behavior, 
they are reported and questioned for identity verification [Authentication].  
 
Users who authenticate successfully, by providing correct answers are granted access, however those 
who fail to do so are immediately denied access across the network. Shalom can be configured to only 
monitor for suspicious insider activity providing reports to serve as an effective starting point for internal 
audit. 
  
With Shalom, fraudulent internals are detected and ID Theft intruders prevented.  Shalom also helps meet 
regulations outlined by FFIEC InfoSec, Sarbanes-Oxley, Gramm Leach Bliley, VISA-CISP, FISMA, NIST 800-
53, BASEL II, HIPAA and others. Shalom helps to strictly enforce existing information security policies. 
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 The Problem: What Is the Insider Threat? What Is Computer Identity Theft? 
 
The Insider Threat refers to when internal associates of an organization use their access to 
information for the wrong reasons.   Insider threats are very damaging because the internal employee 
has detailed insider knowledge about their organization, and they are many times trusted by their 
employers. Since the internal employee is granted such liberty to carry out their jobs, financial theft 
by fraudulent internals often results in financial losses that are very great.  
 
For example, in financial sectors, bad internals often try to steal money or transfer funds from finance 
accounts using methods specific to their organization. Other times, internals steal sensitive customer 
information and later use it for fraudulent purposes like Identity Theft. Internals may also choose to 
steal and divulge sensitive intellectual property, classified information or trade secrets to 
unauthorized 3

rd
 parties for profit. 

 
Security industry statistics state that financial loss from insider threats is greater: 48.5% of financial 
losses from major business organizations are caused by theft from fraudulent insiders or employees

1
. 

External theft by outsiders results in 31.7%. This shows that losses from insider threats in many 
organizations are very significant

2
. 

 
Malicious internals often use the computer system to execute fraudulent activity. Shalom detects and 
helps prevent frivolous internals from stealing or misusing computer systems or corporate sensitive 
information. Nowell Shalom effectively contains the Insider Threat. 
 
Identity Theft or Identity Phishing is another big security problem facing organizations. Often thieves 
or computer hackers steal user logon information in order to gain access to computer systems. 
Hacker thieves steal identities: user names, smart caǊŘ tLbІΩ{Σ ŀƴŘ ŎƻƳǇǳǘŜǊ ǇŀǎǎǿƻǊŘǎ ƛƴ ƻǊŘŜǊ ǘƻ 
log into computer systems using stolen computer identities.  Once logged in, the thief is under 
disguise, impersonating a legitimate user. Shalom has the ability to detect and prevent hackers who 
are logged in using stolen identities.  
 
Shalom helps to enhance the internal security posture of organizations. It helps to detect fraudulent 
insiders and intruders using stolen identities. Shalom detects suspicious or fraudulent user behavior 
inside computer systems. Security tools like Shalom help organizations reduce theft, fraud, and 
misuse of information systems by internals. 
 

 
5ǊΦ tŜǘŜǊ {ǘŜǇƘŜƴǎƻƴΣ /ƘƛŜŦ ¢ŜŎƘƴƻƭƻƎȅ 9ŘƛǘƻǊΣ {/ aŀƎŀȊƛƴŜ wŜǾƛŜǿΥ άϦƛǘ Ŏŀƴ ōŜ ŀ ǎƛƎƴƛŦƛŎŀƴǘ ŀǊǊƻǿ ƛƴ ǘƘŜ 
insider threat protection quiver"  

 
aǊΦ 9ŀǊƭ DǊŜŜǊΣ CŜŘŜǊŀƭ /ƻƳǇǳǘŜǊ ²ŜŜƪ wŜǾƛŜǿ άϦΧ ŀŘŘǎ ǎƛƎƴƛŦƛŎŀƴǘ ǇǊƻǘŜŎǘƛƻƴ ŀƎŀƛƴǎǘ ƛƴǎƛŘŜǊ ǘƘǊŜŀǘǎΣ ŀƴŘ 
it aids in complying with security regulations" 
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¶ Jean, Merchandise Logistics Analyst, plans to 
access customer bank account data from the 
databaseτwithout proper authorization. 

¶ Normally she does not need to access this data, 
it is beyond her job responsibility. 

¶ In executing plan, she accesses the database from a 
ŎƻƭƭŜŀƎǳŜΩǎ ǿƻǊƪǎǘŀǘƛƻƴ ǳǎƛƴƎ ƘŜǊ ŀŎŎƻǳƴǘ ŀǘ ŀ ǾŜǊȅ 
suspicious time 2 AM, on a Saturday. 

¶ She uses an unfamiliar client application to query the 
database. 

¶ Shalom detects this event because Jean is behaving 
very suspiciouslyτin a highly anomalous manner. 

¶ Shalom will report the suspicious occurrence, 
application and network access in real time. 

¶ Optionally, Shalom may authenticate. 

¶ Security Administrator receives an incident 
report, via the Security Console Manager stating 
that a user named Jean is behaving suspiciously, 
accessing a database, at an odd time and from 
an unusual workstation. 

¶ Administrator begins investigation into 
suspicious incident. 

¶ Potential Insider Threat by authorized user Jean 
was detected by Shalom. 

Reduce Risks of Insider Threats and Internal Fraud 
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Identity Theft and Phishing Prevention 

 

 

  
 
 
 
 

 

 
 
 
 

 
 
 
 
 

  
Threats addressed: 
 
1. Compromised accounts via stolen passwords and smart cards. 
2. Intrusions by hackers impersonating legitimate insiders. 
3. Anomalous user behavior is detected and reported. 
 

Shalom Learns About Bill 

 

{ƘŀƭƻƳ {ŜǊǾƛŎŜ tǊŜǾŜƴǘǎ !ƴ LƴǘǊǳŘŜǊ ¦ǎƛƴƎ .ƛƭƭΩǎ !ŎŎƻǳƴǘ 

 

¶ Shalom interviews Bill 
through dialogue. 

 

¶ Shalom also masters 
behavioral patterns 
specific to Bill. 

¶ !ƴ ƛƴǘǊǳŘŜǊ ǎǘŜŀƭǎ .ƛƭƭΩǎ 
password and logs in. 

 

¶ Shalom detects suspicious 
behavior, very much 
unlike Bill. 

 

¶ Shalom authenticates 
intruder by questioning. 

 

¶ The intruder fails, so 
Shalom ejects the intruder 
and keeps him locked out 
site-wide.  
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Reduce Insider Security Risk Profile 

 
 

 
 
 
 
 
 
 
 
 
 

 
 

 
 

 

Threats Addressed: 
 

1. Malicious insider activity and identity theft. 
2. Enterprise is in compliance with security regulations:  

VISA-CISP and GLB that call for security measures to protect  
customer financial data.                     

¶ John Smith. 
 

¶ Comptroller, CPA 
accountant. 

 

¶ Top tier financial firm. 

 

¶ Tampers with customer 
records at the start of each 
quarter. 

 

¶ Abuses access rights to 
customer data. 

¶ John logs in at 2 a.m., on a Sunday, 
erratically looking up archived 
customer data. 

 

¶ Odd day, odd time, odd activity. 
 

¶ Shalom detects this suspicious 
behavior, quickly reports then 
questions for identity verification. 

 

¶ Pass or fail, incident is reported. 

 

¶ Administrator further investigates for 
unauthorized insider activity. 

 

¶ Insider threat contained. 
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Financial Fraud Detection 

 
 

 
 
 
 
 
 
 
 
 
 

 
 

  
  
  
 
 
 

¶ Mr. Julian is a retail bank teller 
 

¶ Plans to commit wire fraud by 
transferring cash from bank 
systems to his personal bank 
account. 

¶ Friday, 8:21 p.m., Julian executes plan. 
 

¶ ²ƛǘƘ ŀ ǎǘƻƭŜƴ ōŀƴƪ ƳŀƴŀƎŜǊΩǎ ŀŎŎƻǳƴǘΣ 
he accesses the records and executes 
the electronic cash transfer. 

¶ Shalom detects suspicious behavior 
and silently reports him without any 
questioning or lock out.  
  

 

 

 
 

 

¶ 8.22 p.m., Arthur the security analyst 
receives a report from Shalom about 
the anomalous activity. 

¶ A lead is generated for Arthur to 
investigate further.  

 

¶ Audit team closes out the internal wire 
fraud investigation 

Threats addressed: 

 
1. Insider fraud and accounting misconduct. 
2. Illegally accessed computer accounts are found and reported. 
3. Enterprise is SOX compliant with respect to internal controls to curb 

insider fraud and ensure data integrity.  
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Insider Risk SaaS Security Platform 
 
Suspicious behavior by authorized users is an indicator of internal security breaches. Malicious internals 
within an organization tend to exhibit very suspicious, unusual behavior on computer systems that raises 
red flags. Also, identity thieves also tend to behave in a manner that differs very much from the real, 
authentic user. For example, if a user is accessing information that he does not need to know about, that 
is an example of suspicious or anomalous behavior.  Shalom has the ability to detect such unusual 
anomalies in user and host behavior and sees such deviations as suspicious. Shalom employs artificial 
intelligence to track suspicious behavior. 
 
Shalom client software is installed on each host on the network, with a hosted server that resides in the 
cloud

3
 that helps manage the client software. The security platform is offered as a secure service over the 

internet for ease of deployment, reduced costs, less complexity, security, and in support of globally 
interconnected and distributed information systems. 
 
In securing each computer, Shalom briefly interviews each user once, collecting personal information for 
later authentication. Next, it continuously learns computer behavior patterns for each user in the 
network. After a time period

4
, each time a user logs on, Shalom looks out for suspicious behaviorτ 

behavior that is very different from how the user normally behaves.  
 
 
If Shalom detects very suspicious behavior by a user: 
 

¶ It first reports their suspicious activity.  
 

¶ Shalom will ask the user few questions for authentication. 
 

¶ If the user answers correctly, they are granted access to the system, but they are still reported. 
 

¶ If the user fails, this indicates a potential security breach, so Shalom denies access to the user 
and reports to administrators immediately. 

 

¶ The Shalom hosted server logs all security incidents accessible using the Shalom Security 
Management Interface for further investigations.  

 

¶ Optionally, Shalom can be configured to only report suspicious insider activity without any 
authentication or lock out. 

  

                                                 
3
  Cloud here refers to the general network. Nowell offers a comprehensive service in which Nowell 

can host the server and server software at a secure collocated hosting environment. Other customers may 

choose to host the server component within their own infrastructure.  
4
  Initial profiling lasts for about a week (40 hrs), but never stops. 



 

 

                           

 

 



 

 

 
First Shalom Interviews Each User ς Authentication Enrollment 

 

¶ CƛǊǎǘΣ {ƘŀƭƻƳ ƛƴǘŜǊǾƛŜǿǎ ŜŀŎƘ ǳǎŜǊΣ ŎƻƭƭŜŎǘƛƴƎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ όŜΦƎΦ άȅŜŀǊ ƻŦ ōƛǊǘƘέΣ ŜǘŎύΦ ¢Ƙƛǎ 
information is later used to authenticate users by questioning for identity verification if they 
behave suspiciously. Information collected varies from user to user, strengthening the security 
authentication. 

 

¶ When Shalom encounters each user, it prompts them to complete this one time interview.  
 

¶ Over a few minutes, users freely interact using their keyboard in an intelligent conversational 
style manner. Shalom learns various things specific to that user.  

 
 

 

Shalom Looks Out For Highly Suspicious and Anomalous User Activity (Anomaly 
Detection) 

 
Shalom profiles how users behave and constantly looks out for suspicious user activity. Shalom can detect 
ǿƘŜƴ ŀ ǳǎŜǊ ƛǎ ōŜƘŀǾƛƴƎ ǎǳǎǇƛŎƛƻǳǎƭȅ ƻǊ ƛǎ ƭƻƎƎŜŘ ƛƴ ǿƛǘƘ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ ŀŎŎƻǳƴǘ ōȅ ƻōǎŜǊǾƛƴƎ ŘƛŦŦŜǊŜƴŎŜǎ 
in their behavior. 
 
Shalom detects user anomalies with respect to what they do (applications launched, commands executed, 
user network activity, etc), where they do it from (host, geo-location), and when (day-type, time) they do 
it.

5
 

 
For example, consider Mark, an office assistant. Between 9 a.m. and 5.p.m., as part of his daily routine, he 
typically uses PowerPoint and Word to proof read financial reports for his boss. Now, if all of a sudden, 
aŀǊƪ ƭƻƎǎ ƛƴ ŀǘ м ŀΦƳΦΣ Ǌǳƴǎ ŀƴ άŦǘǇέ ŎƻƳƳŀƴŘ ǘƻ ŎƻǇȅ ŦƛƭŜǎ όǿƘƛŎƘ ƘŜ Ƙŀǎ access to), such an unusual 
activity will be seen as suspicious and would trigger Shalom.   
 
IŜǊŜΩǎ ŀƴƻǘƘŜǊ ŜȄŀƳǇƭŜΦ [ŜǘΩǎ ŀǎǎǳƳŜ ŀ ǳǎŜǊΣ tŜǘŜΣ ŀƭǿŀȅǎ ǿƻǊƪǎ ǿƛǘƘ Ƙƛǎ ƭŀǇǘƻǇ р Řŀȅǎ ŀ ǿŜŜƪΣ a-F, 
excluding weekends. If all of a sudden, Pete appears to be workƛƴƎ ƻƴ !ƳȅΩǎ ŘŜǎƪǘƻǇΣ ƻƴ ŀ ǿŜŜƪŜƴŘΣ ŀƴŘ 
at 3 a.m., such a drastic change in behavior would also trigger Shalom.  
 
{ƘŀƭƻƳ ŀƭǎƻ ǘǊŀŎƪǎ ŀƴƻƳŀƭƻǳǎ ƴŜǘǿƻǊƪ ǊŜǎƻǳǊŎŜ ōŜƘŀǾƛƻǊ ōȅ ǳǎŜǊǎΦ [ŜǘΩǎ ŀǎǎǳƳŜ ŀƴƻǘƘŜǊ ǳǎŜǊΣ Wŀǎƻƴ 
prints documents using his local office networked printer on a regular basis. If Jason is found to be 
printing documents using a printer located in another part of the office network, Shalom will be able to 
track that suspicious anomaly because he is sending data to a part of the network that he typically does 
not access on a regular basis. Finally, Shalom profiles the remote network behavior of each user and looks 
out for highly suspicious remote network

6
 activity. For example, consider John, who typically accesses 

remote network shares A, B, and C for his data entry work during normal business hours. If all of a 
sudden, John now accesses remote network share Z, which holds credit card numbers, such an activity 
would trigger a Shalom investigation.  

                                                 

 



 

 

 
 
Regardless of who logs into any Shalom secured endpoint, whether an impostor, an intruder, or an insider 
with malicious intent, Shalom is constantly on the look out for very suspicious user activity, taking into 
ŀŎŎƻǳƴǘ ŀƭƭ ǇƻǎǎƛōƭŜ ōŜƘŀǾƛƻǊ ǾŀǊƛŀōƭŜǎΦ !ŦǘŜǊ {ƘŀƭƻƳ ŦƛƴƛǎƘŜǎ ƭŜŀǊƴƛƴƎ ŀōƻǳǘ ŀ ǳǎŜǊΩǎ ōŜƘŀǾƛor, it then 
begins to look out for unusual behavior anomalies and it authenticates suspicious persons by questioning.  
 
 
Optionally, Shalom can be configured to silently report suspicious insider activity without any questioning 
or lock out. When Shalom coƳǇƭŜǘŜǎ ƳŀǎǘŜǊƛƴƎ ŀ ǳǎŜǊΩǎ ōŜƘŀǾƛƻǊΣ ƛǘ ǘƘŜƴ ƭƻƻƪǎ ƻǳǘ ŦƻǊ ƘƛƎƘƭȅ ǎǳǎǇƛŎƛƻǳǎ 
behavior, behavior that is highly deviant from how the user is known to normally behave, similar to our 
previous examples. If Shalom detects very suspicious behavior, it first reports then interrogates the user 
for identity verification. The diagram below illustrates how Shalom identifies suspicious behavior by 
Anomaly Detection 
 
 
{ƘŀƭƻƳ άaƻǾƛƴƎ ²ƛƴŘƻǿέ !ƴƻƳŀƭȅ 5ŜǘŜŎǘƛƻƴΥ /ƛǊŎƭŜ ƻŦ bƻǊƳŀƭ 9ǾŜƴǘǎ όŀǎ ǘƛƳŜ ǇǊƻƎǊŜǎǎŜǎ ǘƻ ŜǘŜǊƴƛǘȅύ 
 

 
 
Shalom emulates this Anomaly Detection method for each user and each host in real time ς any behavior 
ǘƘŀǘΩǎ ƻǳǘǎƛŘŜ ǘƘŜ ŎƛǊŎƭŜ ƛǎ ƻŦǘŜƴ άǎǳǎǇƛŎƛƻǳǎέ because it is highly unusual and might indicate a potential 
internal security breach 
 
 
 
 
 
 

Authenticates Users for Identity Verification If They Behave Suspiciously (Multi-Factor 
Authentication) 

 
If Shalom observes a user behaving suspiciouslyτ in a highly unusual mannerτ it authenticates the user 
to verify their identity. In the authentication, random questions are asked based on what was learned 
earlier in the initial interview.  The questions asked are few, specific and therefore require specific 
answers. These questions are structured in such a way that only the real, actual account owner can give 



 

 

correct answers since only they know what was said in the interview.  For the person to be granted 
continued access to the system, they must supply correct answers to the questions asked by Shalom. The 
interrogated suspect has a time period to answer each question.  

 
Identifies Suspicious Insiders and Reports In Real Time 

 
If the user passes, by answering the authentication questions correctly, Shalom grants access to the user, 
but still reports their suspicious behavior to administrators immediately.  Shalom repoǊǘǎ ǘƘŜ ǳǎŜǊǎΩ ŜȄŀŎǘ 
anomaly, including their suspicious activity (triggered application, command, or script), date and time of 
breach, location of the attack, and suspiciously accessed network shares, databases, and ports. These 
reports can then be reviewed to investigate for unauthorized insider activity.  Questioning and reporting 
suspicious users at the very moment they behave suspiciously disrupts, deters, and discourages malicious 
ƛƴǎƛŘŜǊǎΣ ŀǎ ǘƘŜȅΩƭƭ ƪƴƻǿ ǘƘŜȅΩǾŜ ōŜŜƴ ŎŀǳƎƘǘ ŀƴŘ ǊŜǇƻǊǘŜŘΦ  
 
Shalom also adapts using a moving window method. Over time, this continuous, adaptive profiling 
ǇŜǊŦŜŎǘǎ {ƘŀƭƻƳΩǎ ŀŎŎǳǊŀŎȅ ƛƴ ŘŜǘŜŎǘƛƴƎ ŦǳǘǳǊŜ ŀǘǘŀŎƪǎΦ  hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ƛŦ ǘƘŜ ǎǳǎǇŜŎǘ Ŧŀƛƭǎ ǘƘŜ 
authentication by not being able to supply correct answers to the questions, this indicates an impostor, so 
Shalom denies them access and immediately locks them out. 

 
Shalom Denies Access ONLY If the User Fails the Authentication 

 
After a failed test, which possibly confirms an impostor, Shalom rapidly performs the following actions: 
 

¶ {ǳǎǇŜƴŘǎ ǘƘŜ ƛƴǘǊǳŘŜǊǎΩ ŀŎǘƛǾƛǘȅΦ Immediately, denies further access to the suspect user.  
 

¶ All Shalom agents across the network keep the compromised account locked out. 
 

¶ Notifies administrators after a failed test confirming the attempted, but contained attack. 
 

¶ wŜǇƻǊǘǎ ǘƘŜ ƛƴǘǊǳŘŜǊǎΩ ŜȄŀŎǘ ŀƴƻƳŀƭȅ ƛƴŎƭǳŘƛƴƎ ǿƘŀǘ ƘŀǇǇŜƴŜŘΣ ǿƘŜǊŜ ŀƴŘ ǿƘŜƴ ƛǘ ƘŀǇǇŜƴŜŘΣ 
and who did it.   

  

¶ The flagged account is now under investigation and will be closely monitored. The next time a 
person logs into that account, they will be required to repeat the authentication by providing 
correct answers, or they will be denied further access to the network. 

 
After authentication, a detailed security report is sent to information security administrators notifying 
them about the incident.  Administrators are able to further investigate passed interrogations for possible 
unauthorized actions by insiders. If a user fails the authentication, they will be denied access to the 
computer network until cleared by administrators

7
 or until the legitimate user self-releases the account 

by authenticating successfully. Recommended actions an administrator may take include: 
 

¶ Investigate passed authentication for possible unauthorized actions by insiders. 
 

¶ Reset or renew compromised passwords, smart cards for users who failed the interrogation since 
such accounts are considered compromised, cracked or impersonated.  

 

¶ Review audit log files and surveillance tapes to spot the person who staged the attack. 
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