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NowelPbghalom Security Platform is a cloud security softwaresSeamesvorkhat defeatmformation securitshreats from malicious
insidersidentityfraudsters, arichpostors stealing information and commitidegtity fraud In summary it prevents:

1 InsiderRisks and hreats
1 Identity Theft
1 FinanciaFraud

Shalom Security Platform looks out for suspfciou§-p g eudtiyity by computer users, which is always a key indicator of a possible
insider security breach [Anomaly Detection]. If a user exhibits suspicious behavior, they are reported and qeesiipned for id
verification [Authentication].

Users who authticate successfully, by providing correct answers are granted access, however those who fail to do so are immediately
denied access across the network. SBatamritycan be configured to only monitor for suspicious insider activity providing reports to
rve as an effective starting point for internal audit.

With ShalomSecurityfraudulent internals are detected and ID Theft intruders prevented. Shalom also helps meet regulations outlined by
FFIEC InfoSec, Sarban@gley, Gramm Leach BlilefiSA-CISP,PCI-DSS FISMA, NIST 80053, BASEL II, HIPAA and others.
Shalom helps tffectivelgnforce existing information security policies.

Finallyand most important\shalom Security Platform compliments the identity and access managemenb$eategizise
applications, by mitigating complex risk vectors associated with enterprise IT gradually migrating to private, pidlidpadd hy
hosted models.



The Problem: What Is the InRafhreat? What Gomputer Identity Theft?

The InsideRiskThreatrefers to when internal associates of an organization use their access to information
for the wrong reasons. Insider threats are very damaging because the internal employee has detailed
insider knowledgabout their organization, and they are many times trusted by their employers. Since the
internal employee is granted such liberty to carry out their jobs, financial theft by fraudulent internals
often results in financial losses that are very great.

Forexample, in financial sectors, bad internals often try to steal money or transfer funds from finance
accounts using methods specific to their organization. Other times, internals steal sensitive customer
information and later use it for fraudulent purpliseédentity Theft. Internals may also choose to steal
and divulge sensitive intellectual property, classified information or trade secrets to uné\pactized 3
for profit.

Retaillndustry statistics suggestt financial loss from internal thexiid frauds majority 43% of losses
fromretailersre caused by theft from fraudulent insidersernafinancialtheft by outsiders results in
35%. This shows that losses from insider threats in many organizations are very.significant

JavelirStrategies estimates identity theft losses at $54 billion pEhgesssociation of Certified Fraud

Examiners estimates fraud losses average &t2D@175000per fraud incident. Total occupational

fraud stands at $994 billion per year. Hypothbti¢ave could eliminate half of all fraud, we would have
enoughresopacg rm pcqgrmpc rfc SQ caml mkw, Lmucjj %g mddg
recovery to even begin, we must tackle the financial and operational fraud epidemic begimitimg from

the corporate information enterprise.

Identity Thefbr Identity Fraud another big security problem facing organizations. Often thieves or

computer hackers steal user logon information in order to gain access to computer systems. Hacker thieves
grc_j sqgqcp GB%q* sqcp | _kcqg* gk _pr a_pb NGL! %Q* _I b
systems using stolen computer identities. Once logged in, the thief is under disguise, impersonating a

legitimate user. Shalom has the ability to dmtdgbrevent hackers who are logged in using stolen

identities.

ShalonSecurity Platforrhelps to enhance the internal security posture of organizations. It helps to detect
fraudulent insiders and intruders using stolen identities. Shalom detectsssosfri@ialulent user

behavior insideomputer systems. Security serlfieShalom help organizations reduce theft, fraud, and
misuse of information systems by internals.

! Source: National Retail Security S2008yNote that total 2009 retail shrinkage losses are at $33.5 billion which is

1.44% of total retail sales for 2009;0f this amauffitadtbillion is lost from internal theft and fraud in the retail sector like
grocery stores, warehousesybirdepartmentetailstores

2 CSI/FBI security survey revealed that over 70% of network abuse is caused by insiders
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ShalonCloudSaaS Detects and Reports Instikes &hreats

Jean, Merchandise Logistics Analyst, plans to
access customer bank account data from the
databasg without proper authorization.

Normally she does not need to access thistdal
is beyoniger job responsibility.

ta, i

1 In executing plan, she accesses the database from

amjjc_esc%qg umpiqgr _r gml
suspicious time &M, on a Saturday.

1 She uses an unfamiliar client application to query the
database.

1 Shalom detects this event because Jean is behaving very

suspiciousty in a highly anomalous manner.
1 Shalom will report the suspicious occurrence,
application and network a&ss in real time.
1 Optionally, Shalom mauthenticate.

1 Security Administrator receives an incident ref
via the Security Console Manager stating that
user named Jean is behaving suspiciously,

D

accessing a database, at an odd time and from an

unusual workstation.
1 Administraor begins investigation into suspicious
incident.
1 Potential Insider Threat by authorized user Jean
was detected by Shalom.

Risks Addressed:

1.

2.
3.
4,

Unauthorized access to data is prevented
Reports detailing suspicious activity
Authentication deters secubtgach
Compliance with PGDSS to actively monitor
and protect sensitive customer data

sqggl ¢
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ShalonCloudPreventing an Identity Thief with a Stolen Identity and Password

1 Shalom interviews Bill
through dialogue.

9 Shalom also masters
behavioral patterspecific
to Bill.

ShalomServiceLearns Abou
Bill

?1 glrpsbecp
password and logs in.

Shalom detects suspicious
behavior, very much unlike
Bill.

Shalom authenticates
intruder by questioning.

The intruder fails, so
Shalom ejects the intruder
and keeps him lockedt
sitewide.

Shalom Service Preveani&s | r psbcp Sqgl e @g

Risks ddressed:

1. Compromised accounts via stolen passwords and smart cards.
2. Intrusions by hackers impersonaligitimate insiders.
3. Anomalous user behavior is detected and reported.
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ShalonCloudPreventinGuspicious Insider Stealing Customer Data (Data Loss Prevention)

John Smith. i

Comptroller, CPA
accountant. i

Top tier financial firm

Tampers with customer recorc
at the start of each quarter.

Abuses access rights to custo
data.

Risk#\ddressed:

=

Malicious insider activity and identity theft.

2. Enterprise is in compliance with security regulations:
VISACISPE, PCI Complianceand GBlileythat call for security measures to prc

customer financial data.

John logs in at 2 a.m., orsanday,
erratically looking up archived
customer data.

Odd day, odd time, odd activity.
Shalom detects this suspicious
behavior, quickly reports then

questions for identity verification.

Pass or fail, incident is reported.

Administrator further investigates for
unauthorized insider activity.

Insider threat contained.
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Silently Reports Suspicidasvity Whout Any Questioning (Anomaly Detection)

1 Mr. Julian is a retail bank teller 1 Friday, 8:21 p.m., Julian executes plar
1 Plans to commit wire fraud by T Ugrf _ qr mjclcount I | k _|I _ecp%q
transferring cash from bank he accesses the records and executes the
systems to his personal bank electronic cash transfer.
account. 1 Shalom detects suspicious behavior anhd
silently reports him without any

questioning or lock out.

1 8.22 p.m., Arthur the security analyst
receives a report from Bina about the
anomalous activity.

1 Alead is generated for Arthur to
investigate further.

9 Audit team closes out the internal wire
fraud investigation

Risk#\ddressed:

=

Insider fraud and accounting misconduct.

lllegally accessed computer accountsuene and reported.

3. Enterprise is SOX compliant with respect to internal controls to curb insider
fraud and ensure data integrity.

N



Containing Insider Rid#élentity Theft aftinanciaFraud

Suspicious behavior by authorized users is an indicator of internal security breaches. Malicious internals within
an organization tend to exhibit very suspicious, unusual behavior on computer systemethfiagsises

Also, identity thieves also teaadehave in a manner that differs very much from the real, authentic user. For
example, if a user is accessing information that he does not need to know about, that is an example of
suspicious or anomalous behavior. Shalom has the ability to deteutsiadranomalies in user and host

behavior and sees such deviatiosisspciouShalom employs artificial intelligeand advanced risk

analyticgo track suspicious behavior.

Shalonservicsoftware is installed on each host on the network, vaitheal Iserver that resides in the éloud

that helps manage tbeftwareThe security platform is offered as a secure service over the internet for ease of
deployment, reduced costs, less complexity, security, and in support of globally interconrisiciedtend d
information systems.

In securing each computer, Shalom briefly interviews each user once, collecting personal information for later
authentication. Next, it continuously learns computer behavior patterns for each user in the network. After a
time periot} each time a user logs on, Shalom looks out for suspicious@ehavawior that is very

different from how the user normally behaves.

If the Shalonservic&letects vgrsuspicious behavior by a user, it reports and authenticatesothe user

presenting a series of challenge questions. The user will be required to answer the questions in order to

authenticate successfully and be granted continued access. If the user cannot pass, they are denied further

access. All events of interestar@reppb r m rfc ajmsb qcptcp _ I b _aacqgg’ | c
management interface. Optionally, the syséentbe configured to only report suspicious insider activity

without anyquestiorauthentication or lock out.

8 Cloud hee refers to the general intefihebuld be a private cloud or public. dlaweell offers a comprehensive

service in which Nowell can host the server and server software at a secure collocated hosting environnagnt. Other customers m
choose to host the server component within their own infrastructure.

4 Initial profiling lasfer about a week (40 hrs), but never stops.



Cloud Security Services Flow Chart

Authenticate




First Shalom Interviews Each-Wsghentication Enroliment

1 First,Shalonmservicgg | r cpt gcug ¢ _af sgcp* amjjcarex)e ncpgml _j
This information is later used to authenticate users by questioning for identity verification if they
behave suspiciously. Information collected variesgsorto user, strengthening the security
authentication.

1 When Shalom encounters each user, it prompts them to complete this one time interview.

1 Over a fevwsecondausers freely interact using their keyboard in an intelligent conversational style
manner. Shalom learns various things specific to that user.

ShalonCloud Look®ut For Highly Suspicious and Anomalous User Activity (Anomaly
Detection)

Shalonservicgrofiles how users behave and constantly looks out for suspicious user activity. Shalom can

bcrcar ufcl _ sgcp ggqg “~cf _tgle gsgngagmsqgjw mp gqgq | me
in their behavioiShalom detects user anomaligsn@spect to what they diegktop/clou@dpplications

launched, commands executed, user network activity, etc), where they do it from|¢uasinge@nd

when (daytype, time) they do 1t.

For example, consider Mark, an ofissociat®etween &.m. and 5.p.m., as part of his daily routine, he

typically uses PowerPoint and Word to proof read financial reports for his boss. Now, if all of a sudden, Mark
logsinatlam* psl q _|I § d r nfiles (whiok He hds bcecessno), sughusuajattivipy will

be seen as suspicious and would trigger Sbalgport the actian

Fcpc%aqg p_lcnvr_ k nj dPetea fravelirg qalesnativayis works with his notebook 5 days a week,
excluding weekends. If all of a sudden, Pete appears ¢ umpi gl e ml ?2kw%g bcqgirmnt*
a.m., such a drastic change in behavior would also triggert8 majmrt

Qf _jmk _jgm rp_aiq _Imk_jmsqg |l crumpi pcgmspac ~cf _tagr
documents usingshlocal office networked printer on a regular basis. If Jason is found to be printing

documents using a printer located in another part of the office network, Shalom will be able to track that

suspicious anomaly because he is sending data to a pagtafottiethat he typically does not access on a

regular bas.

Finally, Shalom profilesj ms b _ nrenjotg aetwork bahagd¥of each user and looks out for highly
suspicious remote netwhoaktivity. For example, consider John, who typicaliges remote network shares

A & B, on an outsourced clotidc | bwalpaicatiofor his data entry work during normal business hours.
If all of a sudden, John now accesses remote networkSQardatabasahich holds credit card numbers,
such an actity would trigger aeport

Regardless of who logs into any Shalom secured endpoint, whether an impostor, an intruder, or an insider with
possiblenalicious intent, Shalosoftwares constantly on tHeokoutfor suspicious user activity, taking into

5 Shalom Cloualso detects user anomalies with respect to hardware specific variables such as processor architecture,
processor level, processor mask, OEM |.D., minimum/maximum application addrepsgansizeeargware specific

profile bits are switched off by default.

6 Detects suspicious user network behavior by monitoring their accessed remote hosts and ports using protocols such as
HTTP, HTTPS, FTP, SSH, POP/SMTP fanal, KERBEROS, SNMP, Aglk, TELNET, and others. Supported in

Windows systems.



aamslr _jj nmggqgg jc¢c ~cf _tgmp t_pg_"jcq, ?drcp Qf _j mk
look out for unusual behavior anomalies and it authenticates susgtigitytsy questioning.

Optionally, Shalom can be configuredlemtly report suspicious insider activity without any questioning or

j mai msr, Uf cl Qf jmk amknjcrcg k_qrcpgle _ sqgcp%q
behavior that is highly deviant from how the user is known to normally, lsehdar to our previous

examples. If Shalom detects very suspicious behavior, it first repauth ¢mticatethe user for identity

verification. The diagram below illustrates how Shalom identifies suspicious behavior by Anomaly Detection

Zohslwt}'pun' *pukv~p"'Huvt hsj " KI{lj{pVvuA'"Jpyjsl'"vm" Uvy

Anomaly detection for each tgéntieal timebehavior
towards the outside c{sadow, orange, resipften
suspicious and of higher risk. Green i@nleigents lesser
risk. Graphical illustration of statistical adaptive algorithm

Shalon€Cloud emulatdsis Anomaly Detection method for each user and each host-in reatimé ¢ f _t gmp r f
msrggbc rfc agpaj c highly umsual and mightisdgategagpaemtsaldnternal geeuritys g ¢ g r
breach



Authenticates Users for Identity Verification If They Behave Suspiciéasiyp(Multi
Authentication)

If Shalom observes a user behaving suspfgionsyighly unusual mann€r it authenticates the user to

verify their identity. In the authentication, random questions are asked based on what was learned earlier in the
initial interview. The questions asked are few, specific and therefore requiraspersfidaese questions

are structured in such a way that only the real, actual account owner can give correct answers since only they
know what was said in the interview. For the person to be granted continued access to the system, they must
supply corret answers to the questions asked by Shalomsértgaa time period to answer each question.

Identifies Suspicious Insiders and Reports In Real Time

If the user passes, by answering the authentication questions correctly, Shalom grantsusare faitctilie

pcnmprq rfcgp gsqngagmsqg c¢cf _tgmp rm _bkglggrp_rmpqg ¢
including their suspicious activity (triggered application, command, or script), date and time of breach, location

of the attack, ahsuspiciously accessed network shares, databases, and ports. These reports can then be

reviewed to investigate for unauthorized insider activity. Questioning and reporting suspicious users at the very
moment they behave suspiciodsgupts, deters, aliscouragpsssiblék  j gagmsqgq gl ggbcpg* _q r
rfcw¥tc "~ ccl a_sefr _I'b pcnmprchb,

Shalom also adapts using a moving window method. Over time, this continuous, adaptive profiling perfects

Qf _j mk%gqg _aasp_aw gl b ber hardr ifghle suspdcs fails thecauthemnticatioa byaot Ml rf
being able to supply correct answers to the questions, this indicates an impostor, so Shalom denies them access

and immediately locks them out.

Shalom Denies Accéfsthe User Fails the Authemticat
After a failed test, which possibly confirms an impostor, Shalom rapidly performs the following actions:
T Qsgncl bqg r fc Ilghedigtedybeoigsduither aecesg to the suspect user.
1 All Shalom agents across the network keep the casgat@rcount locked out.
1 Notifies administrators after a failed test confirming the attempted, but contained attack.

Il mk _jw gl ajsbgle uf

T Pcnmprqg rfc glrpsbcpq% cv_ar
who did it.

1 Theflaggedccount is now under investigation andbeiltlosely monitored. The next time a person
logs into that account, they will be required to repeat the authentication by providing correct answers,
or they will be denied further access to the network.

Afterauthentication, a detailed security report is sent to information security administrators notifying them
about the incident. Administrators are tbfarther investigate passed authenticaopessible

unauthorized actions by insiders. If a usgtiai authentication, they will be denied access to the computer
network until cleared by administratarsuntil the legitimate user selfeases the account by authenticating
successfully. Recommended actions an administrator may take include:

1 Invesigate passedithenticatiorior possible unauthorized actions by insiders.

! It is possible to only detect andnatiesual behaviprwithout authenticating users. We recommend however, that secure

computing environments should authenticate suspicious usersitiypbegachesc






