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FORWARD-LOOKING  AND CAUTIONARY STATEMENTS  

 

Certain statements contained in this Business Plan may constitute forward-looking statements within the meaning of the Private Securities Litigation Reform Act of 1995. These statements involve a 
number of risks, uncertainties and other factors that could cause actual results to be materially different. While management believes this plan can be achieved, investors must take caution and 
perform their own due diligence before making any investment decisions.  



Can you identify what is 
suspicious in the picture? 
 
Shalom Security Platform 
a_l· 
 
Used to prevent: 
 
ωInsider Threats 
ωInternal Fraud Risks  
ωIdentity Theft 
ωFinancial Fraud 
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§,, a_l `c _ qgelgdga_lr _ppmu gl rfc glqgbcp rfpc_r npmrcargml osgtcpµ 
-Dr. Peter Stephenson, Chief Technology Editor, SC Magazine Review 2009 Fraud Prevention Group Test 
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Pain Problem: Internal Security Breaches 
² International financial services firm lost $7.2 billion ­ internal securities 

fraud 

 

² US national retail store chain lost credit card information of 45 million. 
Cost: $107 million 

 

² Assoc. of Certified Fraud Examiners: US lost 7% of GDP ~ $994 billion in 
financial fraud losses 

 

² 2009 national retail survey: 43% of retail losses due to internal theft - $14.4 
billion of department stores sales in US nationwide (Total - $33.5 billion) 

 

² $54 billion is lost annually due to financial identity fraud and identity theft 

 

² Information security & integrity problem is hindering mass scale cloud 
adoption 
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What Can Shalom Security Platform Do? 

² Reduce risk of insider threats, ID theft & fraud 

 

² Provides cloud security services including anomaly detection & 
intelligent authentication for identity fraud detection 

 

² Mitigates the complex risk vectors associated with gradual movement of 
enterprise IT to the cloud 

 

² Cloud based Insider Threat, Security & Risk Management Platform 
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Reduce Risk of Identity Theft 

¶Bill is a traveling sales guy  
¶Learns information about Bill through 
interview on his system  
 
¶ Software learns behavior patterns 
specific to Bill.  

¶An intruder rsd`kr Ahkkŝr UserID and 
Password and logs i nto  his office desktop  
¶Detects suspicious behavior, very much 
unlike Bill.  
¶Software Authenticates the intruder by 
questioning.  
¶The intruder fails.  
¶Denies access to the intruder immediately.  
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¶Jean, Logistics Analyst for 
Pharmaceutical/Biotech company  

¶Accesses  patient data from colleagueŚs workstation 
at a very suspicious time: 2:00 AM Sunday . 
¶She uses an unfamiliar client application to query 
the database. 
¶Software detects this event because Jean is 
behaving very suspiciouslyŖin a highly anomalous 
manner. 

¶Security Administrator receives report, stating 
Jeans suspicious behavior. 
¶Begins investigation into suspicious incident  
¶Potential Insider Threat by authorized user Jean 
was detected  

Reduce Risk of Insider Threat 
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Reduce Risk of Internal Fraud (Covert) 

¶Mr. Julian is a retail bank teller  
 
¶Plans to commit wire fraud by 
transferring cash from bank 
systems to his personal bank 
account. 

¶Friday, 8:21 p.m., Julian executes plan. 
 
¶Using stolen bank managerŚs account, he 
executes the electronic cash transfer.  
 
¶Software detects and silently reports 
without any authentication/questioning .  
 
 
 
  

¶8.22 p.m., Arthur the security analyst 
receives a report about the anomalous 
activity. 
¶A lead is generated for Arthur to 
investigate further.  
¶Audit team closes out the internal wire 
fraud investigation  

N 
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Cloud Services SaaS Security Delivery Model 



How Does Software Work? 

² All fraud and falsehood exhibit suspicious, unusual behavior ­ §high riskµ 
or §pcb dj_eµ activities 

 

 

² Identity thieves, fraudsters also perform suspicious, anomalous behavior 

 

 

² Software identifies, detects and authenticates such suspicious acts in real 
time 
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Learn  

Detect  

Authenticate  

Pass  Fail  

Cloud Services Security Flowchart 



Begins By Learning Behavior Trends 

² Glrcptgcuq c_af sqcp e_rfcpgle ncpqml_j  gldmpk_rgml c,e, §wc_p md `gprfµ* 
§amjmp md cwcqµ 

 

² Interview and authentication serves as a deterrent to insider risks and 
identity fraud 

 

² Detects suspicious, high-risk behavior- Anomaly Detection   

 

 

² Nowell holds the US Patent for this type of anomaly detection & 
authentication method US # 7,647,645  
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´Tv}pun'^pukv~µ'Huvths¡'Myh|k'Kl{lj{pvu 

 

Anomaly detection for each identity in real time ­ behavior towards the outside (yellow, orange, red) circle is often suspicious 
and of higher risk. Moving inward,  green & blue represents lesser risk behaviors. Graphical illustration of statistical adaptive 

algorithm N 



Anomaly Detection & Multifactor Authentication 

 

² If anomaly is detected, authenticate and validate user 

 

 

² Asks questions using data collected earlier (multifactor authentication) 

 

 

² Gd sqcp d_gjq* rfcw%pc bclgcb dsprfcp _aacqq rm gldmpk_rgml 

 

 

² Gd sqcp n_qqcq* rfcw%pc ep_lrcb _aacqq* `sr qsqngagmsq ctclr gq qrgjj pcnmprcb 
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Why is this solution relevant ? 

² Reduces internal security risks & identity theft 

 

² Cloud security services framework for information risk posture 
management 

 

² Internal fraud detection and identity integrity 

 

² Complements  directory services and identity management solutions 

 

² Behavior and usage risk analytics capabilities 
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Customer Product Reviews 
 ² Product Reviews: SC, FCW, CRN, UNIX 

 

 

 

 
² These customers have evaluated the software: 
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Implementation and Delivery 

² Software-As-A-Service/Cloud delivery Model 

 

² Nowell software hosts servers in a secure, firewalled collocated 
environment via public or private cloud 

 

² Highly Secure: DoD/NSA certified AES 256 Strong Crypto for data 
security of sensitive information (in-transit/at-rest) 

 

² On-Demand cloud platform scales to 20,000 users per server; Windows 
XP, Vista, Windows 7 Support 

 

² Ongoing multilingual support ­ English, Spanish, French, Portuguese 
(Brazilian), German; Planned: Arabic, Chinese, Unicode langs 
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Market Opportunity - Verticals 

² Financial Services and Banking (Risk Mgmt) 

 

² Defense Department and Government 

 

² Energy, Communications Providers/ISP 

 

² Pharmaceutical and Healthcare (IP Protection) 

 

² Retail department stores (IT, Electronics, jewelry ­ high worth 
merchandise) 

 

² International Compliance Customers: Sarbanes-Oxley, HIPAA, PCI-
DSS, VISA-CISP, Basel II  
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Cloud Services Security Risk Mgmt UX. Thanks for your time!  J 

N For more, visit us on the web at http://www.nowellgroup.com   


