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Pain Problem: Internal Security Breaches



What Can Shalom Security Platform Do?



Reduce Risk of Identity Theft

¶Bill is a traveling sales guy
¶Learns information about Bill through 
interview on his system

¶Software learns behavior patterns 
specific to Bill.

¶An intruder rsd`kr Ahkkŝr TrdqHC `mc 
Password and logs i nto his office desktop
¶Detects suspicious behavior, very much 
unlike Bill.
¶Software Authenticates the intruder by 
questioning.
¶The intruder fails. 
¶Denies access to the intruder immediately.



¶Jean, Logistics Analyst for 
Pharmaceutical/Biotech company

¶Accesses  patient data from colleagueŚs workstation 
at a very suspicious time: 2:00 AM Sunday .
¶She uses an unfamiliar client application to query 
the database.
¶Software detects this event because Jean is 
behaving very suspiciouslyŖin a highly anomalous 
manner.

¶Security Administrator receives report, stating 
Jeans suspicious behavior.
¶Begins investigation into suspicious incident
¶Potential Insider Threat by authorized user Jean 
was detected

Reduce Risk of Insider Threat



Reduce Risk of Internal Fraud (Covert)

¶Mr. Julian is a retail bank teller

¶Plans to commit wire fraud by 
transferring cash from bank 
systems to his personal bank 
account.

¶Friday, 8:21 p.m., Julian executes plan.

¶Using stolen bank managerŚs account, he 
executes the electronic cash transfer.

¶Software detects and silently reports 
without any authentication/questioning . 

¶8.22 p.m., Arthur the security analyst 
receives a report about the anomalous 
activity.
¶A lead is generated for Arthur to 
investigate further. 
¶Audit team closes out the internal wire 
fraud investigation




